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Article Info Abstract

Introduction: In the digital age, the data subject is
increasingly empowered to control and determine the uses
of information relating to his digital identity. Medical
records have gradually transcended their physical form into
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Key Words_ sensitive digital data. Objective: This paper examines the
Data protection, current state of legal frameworks in Nigeria and India
Patient rights, protecting this sensitive data and its governance vis-a-vis
Data sovereignty, the patient’s right of data sovereignty. Methodology:
Medical records, Using the doctrinal black-letter approach, which includes
Digital privacy. primary and secondary sources, the paper examines the

governance of sensitive health data under the Nigeria Data
Protection Act (NDPA) 2023 and India’s Digital Personal
Data Protection Act (DPDPA) 2023 to determine if patients
in the two jurisdictions have attained digital sovereignty,
and analyses how these jurisdictions balance the sanctity of
medical confidentiality and patient data sovereignty.
Results and Discussion: It argues that while India has
developed a robust jurisprudence recognizing patient data
rights through consumer protection law, Nigeria’s approach
was historically restrictive, finding that the enactment of the
NDPA 2023 represents a seismic shift, potentially bringing
Nigeria's statutory framework in line with modern data
protection principles and, in some aspects, surpassing
India's  yet-to-be-fully-implemented = DPDPA  2023.
Conclusion: The paper concludes that both nations are on
a convergent path towards empowering patients as data
subjects, but success hinges on effective implementation,
robust enforcement, and cultural change within healthcare
institutions.

1. Introduction
A patient’s journey through the healthcare of vulnerability, hope, diagnosis, and treatment.
system leaves a digital and paper trail—a narrative This narrative encapsulated in the medical record,
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is more than a clinical tool; it is a profound repository
of personal data, intimately detailing the patient’s
biological data and vulnerabilities." Historically, this
dossier was treated as the exclusive property of the
healthcare institution, a secret ledger locked away
from the very person it described.? The patient was a
subject of the record, not its owner.

Today, a global revolution in data protection
challenges this paternalistic model. The concept of
‘information  self-determination”  posits  that
individuals have a fundamental right to control their
personal data.® a category in which health
information is arguably the most sensitive. This paper
explores the tumultuous journey towards recognizing
this right in two of the developing world’s largest
democracies: Nigeria and India. Both nations share
interesting similarities: an expanding population; a
rapidly digitalizing healthcare sector, and a history of
relegating patient access to medical records to a
privilege, rather than a right.*

This paper delves into the legal history, judicial
activism, and regulatory challenges that define the
battle for patient data sovereignty. It examines
Nigeria's transformative Data Protection Act (NDPA)
2023 against India's revolutionary Digital Personal
Data Protection Act (DPDPA) 2023 and the complex
tapestry of medical ethics and consumer law, to
answer the following questions: have patients in both
countries attained digital sovereignty in the
protection and governance of their personal health
data? What are the gaps evident in Nigeria and India’s
data protection legal framework for the protection
and governance of patients’ personal health data?
How can these gaps be remedied drawing from the
provisions of each country’s data protection regime?
In order to answer these questions, the paper is
divided into eight sections. Section 2 explains the
research methodology. Sections 3 and 4 establishes
the special status of health data and the critical
balance between confidentiality and the governance
of health data in Nigeria and India. Section 5 examines
Nigeria’s transformative journey from a paternalistic
model to the rights-based paradigm of the Nigeria
Data Protection Act (NDPA) 2023, while section 6
traces India’s development of patient rights through
robust consumer jurisprudence underpinned by the
Digital Personal Data Protection Act (DPDPA) 2023.

Section 7 offers a structured comparative
analysis of both regimes in Nigeria and India,
evaluating the rights and gaps for the protection and
governance of personal health data. Section 8

contains the conclusion and recommendations for

both countries to achieve genuine patient data

sovereignty through effective enforcement, cultural
change, and legal harmonization.

2. Method

The paper adopts a comparative legal research

method utilizing the doctrinal black-letter approach
to analyze the primary legislative frameworks of
Nigeria's Data Protection Act (NDPA) 2023 and India's
Digital Personal Data Protection Act (DPDPA) 2023.
The research involves a critical analysis of these
statutes and regulatory guidelines, supplemented by
secondary sources including scholarly journal articles,
books, online sources and case law. The objective is
to systematically compare the provisions for patient
data rights, identify regulatory gaps, and evaluate the
efficacy of each legal regime in transitioning from
traditional medical confidentiality to a modern
framework of digital data sovereignty, thereby
assessing their alignment with global data protection
standards.

3. Medical Data: Why It Demands Special Protection

Medical data encompasses a wide spectrum of
information, from genetic blueprints and biometric
data to medical history, diagnosis, and treatment
notes.” It can reveal not just current health status of

a patient but also future vulnerabilities, family

lineages, and deeply private aspects of one’s life. The

sensitivity of this data creates a dual imperative:

a. Protection: it must be shielded from unauthorized
access, misuse, and discrimination. A data breach
involving health information can have devastating
consequences, from social stigma to insurance
denial and employment discrimination.

b. Access: the data subject—the patient—must have
the ability to access, understand, and utilise this
information for their own care, continuity of
treatment, and empowerment.

In both Nigeria and India, the transition from
paper-based to electronic health records (EHRs) has
amplified these imperatives.® Digitisation offers
immense benefits for healthcare delivery but also
magnifies the risks of data misuse and the critical
need for robust legal safeguards.

4. Confidentiality, Trust, and the Governance of

Health Data in Nigeria and India

There is a veiled connection between the time-
honored principle of confidentiality and data self-
determination of patients.” Historically, the ethical
duty of confidentiality enshrined in professional
codes like the Medical and Dental Council of Nigeria
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(MDCN) Code of Medical Ethics® and the Medical
Council of India (MCI) Regulations,’ is the bedrock of
therapeutic alliances. However, the digital revolution
has fundamentally reshaped this matrix such that the
patient’s narrative is no longer confined to
handwritten notes in a dusty file, but now
transformed into structured digital data that can be
copied, stored, analyzed, and shared across
continents in milliseconds. Therefore, for the patient
to retain control of health data, this transformation
demands a parallel evolution of the traditional, albeit
crucial, ethical duty of confidentiality, towards a more
robust, comprehensive governance structure for the
entire lifecycle of data processing. This encompasses
not just the final act of disclosure, but every step
including the initial collection, its storage security, the
myriad uses, and the potential transfer to third
parties.'%**

Such shift creates a critical tension, particularly
in the realm of secondary data use—using health data
for purposes beyond the immediate clinical care of
the individual patient,'? extending to vital endeavors
like biomedical research, public health surveillance,
epidemiological studies, and healthcare system
planning. Indeed, in vast and diverse nations such as
Nigeria and India, the potential benefits of
aggregated health data could be staggering; it may
help track the spread of infectious diseases, identify
risk factors for non-communicable diseases like
diabetes and hypertension, and ultimately develop
more effective, personalized treatments tailored to
their unique populations.™

The ethical and legal challenge of the digital
revolution vis-a-vis confidentiality and data self-
determination of patients is striking a balance
between the public good and the individual’s right to
privacy and autonomy. This can be achieved through
implementing principled safeguards, such as:

a. Anonymisation and  Pseudonymisation: the
former (Anonymisation) irreversibly strips data of
all direct and indirect identifiers and effectively
removes the data from the scope of privacy laws.*
The latter (Pseudonymisation) on the other hand,
replaces identifying fields with artificial identifiers,
which offers a practical middle ground. Both
principles protect patient identity while allowing
researchers to link data points meaningfully.*

b. Purpose Limitation and Data
Minimisation: purpose limitation mandates that
data collected for one specific purpose (e.g.,
treating malaria) should not be arbitrarily

repurposed for another (e.g., marketing insurance

products) without further authorisation.'® Data

minimisation requires that only data that is

strictly necessary for the stated purpose s

collected. This prevents the hoarding of excessive,

sensitive information, thereby reducing the risk
and impact of potential data breaches.'’

The legal landscape in both Nigeria and India
increasingly reflects this sophisticated approach. The
era of relying on broad implied consent—where a
patient's mere presence in a hospital was sufficient
consent to any future use of their data—has ended.
Nigeria and India’s new data protection laws, the
NDPA (2023) and DPDPA (2023), pushes towards
models where patients are informed about how their
data would be used for secondary purposes, and their
consent explicitly and specifically required for such
activities.®

This seismic shift transforms the patient from a
passive subject of data collection into an informed
participant in the health data ecosystem, with the
right to know how his digital double is being used to
advance medicine, and the power to consent to that
noble cause.'*The balance between harnessing the
incredible power of health data for the greater good
and protecting individual privacy is the defining
challenge of modern medical ethics in the digital age.
5. The Nigerian Landscape: From Paternalistic

Custodianship to Data Subject Empowerment
5.1 The Pre-NDPA 2023 Era: A Regulatory Vacuum

Prior to 2023, Nigeria’s legal framework for
medical data protection was strikingly
anachronistic.”” The MDCN Code of Medical Ethics
2008 and sections 27-29 of the National Health Act
(NHA) 2014 placed the ownership and control of
medical records firmly with healthcare providers.”
Paragraph 44 of the MDCN Code explicitly stated that
records were “not for the consumption of any person
who is not a member of the profession”. Patients
seeking their records for litigation or second opinions
faced a wall of institutional resistance, often having
to resort to costly court orders for disclosure.?” This
created a profound power imbalance, leaving
patients unable to verify the accuracy of their records
or hold providers accountable.

5.2 The Paradigm Shift: The Nigeria Data Protection
Act 2023

The enactment of the Nigeria Data Protection
Act (NDPA) 2023 was a watershed moment. Section
34 of the Act reclassifies the patient from a passive
subject to an active data subject with enforceable
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rights. By defining health data as “sensitive personal

data” in section 65, the Act in section 30 imposes

stricter processing conditions. Key rights granted to
patients (data subjects) under the NDPA include:

a. Right of access (section 34): The right to obtain a
copy of their personal data in a commonly used
electronic format.

b. Right to data portability (section 38):A
revolutionary right to receive their data in a
structured, machine-readable format and
transmit it to another provider. This right, inspired
by the EU’s General Data Protection Regulation
(GDPR), has the potential to break down data silos
and foster competition and continuity of care.

c. Rights to rectification, erasure, and restriction of
processing (sections 35, 36, 37): Empowering
patients to correct inaccuracies and control
further processing of their data.

Crucially, section 63 of the NDPA gives it
supremacy over any inconsistent provision in prior
laws like the NHA 2014, effectively nullifying clauses
that denied patient access.

6. The Indian Framework: A Tapestry of Consumer

Jurisprudence and Evolving Statute

India’s  journey has been different,
characterized not by a single legislative breakthrough
but by a gradual, court-driven evolution towards
recognizing patient rights, primarily through the lens
of consumer protection.

6.1 Regulatory guidance and judicial activism

Regulation 1.3.2 of the MCI Regulations 2002
mandates that medical records be provided to

patients or their authorized attendants within 72

hours of a request. This creates a clear, albeit

ethically-based, obligation. Indian courts, particularly
the National Consumer Disputes Redressal

Commission (NCDRC) and various State Commissions,

vigorously enforced this right.”*?* In a series of

landmark judgments, the courts ruled that:

a. Withholding  medical records constitutes
"deficiency in service" under the Consumer
Protection Act.

b. Adverse inferences can be drawn against hospitals
that fail to produce records in negligence cases.”

c. The defence of “routine destruction” of records is
unacceptable when litigation is anticipated.?®?’
This jurisprudence humanized the law, placing the

patient's right to know and seek redress at the

forefront.”

6.2 The Digital Personal Data Protection Act (DPDPA)

2023

India’s new DPDPA 2023, seeks to consolidate
this framework into a modern data protection
regime. Like Nigeria’s NDPA, sections 6, 7, 11 and 12
of the DPDPA requires explicit consent for processing
health data, and grants rights of access and erasure.
However, it contains some significant drawbacks
compared to the NDPA. First, it fails to define health
data or categories it as sensitive personal data,
although section 7 includes health services as one of
the ‘legitimate uses’ for which data can be processed.
This reduces the effectiveness of the Act in protecting
health data compared to the NDPA, which imposes a
duty on the data controller or data processor to
assess the risks involved in handling such sensitive
health data. Second, its implementation is still in its
infancy,? and its interaction with the existing sector-
specific rules (MCl Regulations) and powerful
consumer jurisprudence remains to be tested. A
critical omission, compared to Nigeria's NDPA, is the
lack of an explicit right to data portability, which
could be a significant drawback for patients in a
fragmented healthcare market.?* 3! Social criticism
strengthens legal system by ensuring laws dealing
with societal needs for data privacy with enhancing
transparency, fostering civic trust, and contributing to
a more equitable and sustainable legal system.3?

7. Comparative Analysis: Two Paths to a Common
Goal

The comparison is given in Table 1.

Table 1: Comparative Analysis Nigeria & India.

Feature Nigeria (Post-NDPA | India (Post-DPDPA
2023) 2023)
Core Legal | Dedicated, New data protection
Basis comprehensive data | law (DPDPA) layered
protection law | over strong
(NDPA) consumer protection
law and medical
ethics regulations.
Right of | Statutory right to | Statutory right under
Access access and copy. DPDPA, plus a pre-
existing  regulatory
(MCI) and judicial
mandate for access
within 72 hours.
Data Explicit statutory | Not explicitly
Portability right to receive data | provided in the
in a machine- | DPDPA (a significant
readable format and | gap).
transmit it.
Enforcement | Nigeria Data | Data Protection
Mechanism Protection Board of India (DPBI)
Commission (NDPC) — yet to be fully
operationalised;?*
currently heavily
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reliant on judicial further  empower  patients and promote
enforcement. interoperability in the healthcare sector. The Data
Historical Radical shift from a | Evolutionary . .
L ) Protection Board of India must be set up
Context restrictive, development, with o . .
paternalistic  model | courts using | €xpeditiously to provide a dedicated and expert
to a liberal, rights- | consumer law to enforcement authority. More so, the courts in both
based one. create ade countries must continue to play a proactive role in
factorights  regime | jiorgrating these new laws in favor of patient
ahead of formal . .
statute autonomy and privacy, and finally, the development
Biggest Implementation and | Integration and of a secure, standardized, and interoperable
Challenge cultural clarity. Harmonizing Electronic Health Record system must be prioritized
change. Overcoming | the new DPDPA with | - to make these rights technically feasible.
deep-seated existing  powerful | contributor ship of Author: All authors equally
institutional laws (Consumer R
resistance in the | Protection Act, MCI contributed.
healthcare sectorand | rules) and ensuring Conflict of interest: None to declare.
building the capacity | the new DPBI s Source of funding: None to declare.
of the new NDPC effective.
This comparison reveals that Nigeria has, on References:
paper, leaped ahead with a more GDPR-aligned 1. Basil NN, Ambe S, Ekhator C, Fonkem E. Health Records

framework, particularly with its inclusion of data
portability.* India, however, has the advantage of a
well-established body of case law that has already
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